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SUMMARY 

J ohn  Wafe r  i s  a  l aw  en f o r c emen t  p r o fe s s i on a l  w i t h  an  excep t i on a l  un de r s t and i n g  o f  OS INT  

and  how  i t  c an  be  dep loyed  a s  an  i n ve s t i g a t i v e  t oo l .  A l so ,  J ohn  h a s  a  de t a i l ed ,  

u nde r s t and i n g  o f  t h e  r e l e v an t  l eg i s l a t i on  an d  t h e  expe r i e nce  to  imp l emen t  robus t  

comp l i a n ce .  T h i s  h a s  been  co re  to  t h e  s ucce s s  he  h a s  a ch i eved  a s  a n  i n ve s t i g a t o r .    

 

J ohn  h as  ove r  20  ye a r s  expe r i e nc e  i n  t he  po l i c e  s e r v i c e ,  w i t h  t he  s ucce s s f u l  conc l u s i on  

o f  mu l t i p l e  ope r a t i on s ,  c ommenda t i on s  f r om  j udge s ,  c h i e f  con s t ab l e s  and  commande r s  

a nd  an  i n v i t a t i on  to  mee t  t he  t hen  P r ime  M in i s t e r ,  Tony  B l a i r  a t  1 0  Down i ng  S t r ee t .  

 

On  h i s  r e t i r emen t  f r om  t he  po l i c e  s e r v i c e  i n  2 0 1 7 ,  J ohn  de c i ded  to  t a ke  h i s  s k i l l  s e t  i n to  

t he  p r i v a t e  s ec t o r ,  t o  t he  bene f i t  o f  Qwa r i e  a nd  ou r  c l i e n t s .  
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OPERAT IONAL EXPER I ENCE  

I n  1 999 ,  Jo hn  became  a  Fo rce  I n te l l i g ence  Of f i ce r  ( F IO ) .  W i t h  t he  s ucce s s f u l  c omp le t i o n  

o f  Ope r a t i on  B r anded ,  l e ad i ng  t o  t he  a r r e s t  a nd  s ub sequen t  conv i c t i on  o f  fou r  o f f ende r s .  

Ove r  t he  nex t  1 0  ye a r s ,  J ohn  wor k ed  on  mu l t i p l e  ope r a t i on s ,  g a i n i n g  e xpe r i e nce ,  an d  a  

wea l t h  o f  k now ledge  o f  Da t a  Commun i c a t i on s  and  t he  deve lop i ng  va l ue  o f  OS INT  a s  

e v i den t i a l  t oo l s ;  c r uc i a l l y  unde r s t and i ng  t he  g row ing  body  o f  r e l e van t  l eg i s l a t i on  an d  t he  

comp l i an ce  nece s sa ry  t o  acqu i r e  conv i c t i on s .   

 

Th i s  began  w i t h  Ea r l ham  Po l i ce  P ro j ect  i n  t he  l a te  1990 s ,  whe re  J ohn  r e a l i s ed  t h a t  t he  

e ve r  i n c r e a s i ng  eme rgence  o f  t h e  mob i l e  phone ,  wou l d  i n f l u ence  po l i c e  i n ve s t i g a t i on s  

i n t o  t he  f u t u re .  He  t ook  advan t age  o f  t h i s ,  w i t h  n ume rou s ,  s u cce s s f u l  f o l l ow  up  

ope r a t i on s ,  u s i n g  h i s  ab i l i t y  t o  t u r n  commun i c a t i on s  da t a  i n t o  e v i dence .  

 

An  ea r l y  ex amp le  o f  h i s  s ucc e s s  wa s  t he  conv i c t i on  o f  two  p ro l i f i c  b u rg l a r s .  H e  p ack aged 

commun i c a t i on s  d a t a ,  u se  o f  sou r ce s ,  t e chn i c a l  equ i pmen t ,  f o re n s i c  awa re ne s s ,  

ope r a t i on a l  p l ann i ng  i n t o  a  s ucce s s f u l  b i d  to  t he  t ac t i c a l  un i t .  Qu i c k  a r r e s t s  l e d  t o  one  

o f f ende r  r e ce i v i ng  a  3  ye a r  p r i son  sen t ence  and  t h e  o t h e r ,  a  r e hab i l i t a t i on  o r de r .   

 

J ohn  wen t  on  t o  p re pa r e  n ume rou s  ope r a t i ona l  p ac k age s ,  k eep i ng  up  w i t h  n ew  leg i s l a t i on  

t h a t  se t  ou t  t he  p r ocedu re s  f o r  i n t e l l i g en ce  l e d  po l i c i n g .  T h i s  i n c l uded  t he  imp lemen t a t i on  

o f  t he  Na t i on a l  I n t e l l i g ence  Mode l  and  t he  ex t en s i ve  ch anges  to  cove r t  po l i c i n g ,  

c omp l i an t  w i t h  t he  Regu l a t i on  o f  I n ve s t i g a t i on  Powe r s  Ac t  R I PA  ( 2 000 ) ,  t h e  C r im i n a l  

P ro cedu re s  I n ve s t i g a t i o n  Ac t ,  t h e  Human  R i g h t s  Ac t  an d  t he  Da t a  P ro t ec t i on  Ac t .  

 

Wh i l e  r unn i ng  I n t e l l i g ence  Ce l l s  on  ma jo r  i n ve s t i g a t i on s ,  s uch  a s  Ope r a t i on s  B r ac ken  and  

By s t ande r ,  J ohn  ove r l a i d  commun i c a t i on s  da t a  on to  t he  new  and  eme rg i ng  i n t e l l i g en ce  

t oo l ,  now common ly  k nown  as  ANPR .  H i s  imp lemen t a t i on  o f  r i go rous  p r ocedu re s  w i t h  

DPA  enqu i r i e s ,  p r i o r  t o  comp le t i on  o f  R I PA  Commun i c a t i on s  app l i c a t i on s ,  w i t h s t ood  l a t e r  

CP IA  sc r u t i n y .  

 

I n  2005 ,  John  secu red  an  I n te l l i gence  Ce l l  po s t  on  M I T  an d  SpoC  acc r ed i t a t i on  

comp lemen ted ,  w i t h  a  f u r t he r  I n t e r ne t  SpoC  Acc red i t a t i on .  On  Ope r a t i on  Ma r a t hon ,  

Commun i c a t i on s  Da t a  a nd  OS INT  e v i de nce  p l a yed  a  s i g n i f i c an t  ro l e  i n  d i s p r ov i ng  s u spec t ' s  

a l i b i s  an d  p rov i d i ng  e v i d ence  o f  t h e  mot i ve ,  t h a t  sec u r ed  a  conv i c t i on .  

 

I n  2006 ,  Jo hn  i nve s t i ga ted  an  Organ i s ed  C r ime  G roup .  T ak i ng  t he  ev i dence  g a t he re d  t o  

t he  C rown  P ro sec u t i on  Se r v i c e ,  h e  was  ab le  to  exp l a i n  how  t he  o r i g i n a l  membe r s  f o r  t h i s  

OCG  had  been  i d en t i f i e d ,  an d  t he i r  a t t r i b u t i o n .  Once  t he  CP S  unde r s t ood ,  and  became  

con f i den t  o f  a  s ucce s s f u l  p r osec u t i on ,  t h e  de f endan t s  we re  comm i t t ed  t o  t r i a l ,  whe re  a l l  

p l e aded  g u i l t y  a nd  r ece i ved  i n de te rm i n a t e  p r i s on  sen t en ce s .  
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I n  Decembe r  2009 ,  a s  a  Sou rce  Hand le r  and  na t i ona l l y  a cc red i ted  SPoC ,  Jo hn  

s uppo r ted  t he  SpoC  Of f i ce .  On  se condmen t  to  t he  No r fo l k  an d  S u f f o l k  SpoC  o f f i c e ,  h e  

p re pa re d  and  p re sen ted  t r a i n i n g  p ac k ages  to  C ID  and  spe c i a l i s t  un i t s ,  s uch  a s  K i dn ap  and  

Hos t age  Nego t i a t o r s ,  a s  we l l  a s  P ub l i c  P r o t e c t i on  Un i t s ,  t r a i n i n g  t hem  i n  t he  po t en t i a l  

v a l ue  o f  commun i c a t i o n  d a t a  an d  soc i a l  med i a  oppo r t un i t i e s ,  and  how  t h i s  c an  s uppo r t  

i n ve s t i g a t i on s  an d  a s s i s t  i n  t he  man agemen t  o f  o f f ende r s .  

 

F rom  20 10  a nd  fo r  t he  nex t  s even  yea r s ,  J o hn ' s  wea l t h  o f  k nowledge  and  expe r t i s e  

was  be s t  u sed  to  t ra i n  o the r  o f f i ce r s  a nd  adv i s e  l eg i s l a to r s .  D u r i n g  t he  d r a f t i n g  o f  t he  

I P  B i l l ,  h e  adv i s e d  t h e  Home  Of f i c e .  He  t r a i n e d  sco re s  o f  o f f i c e r s  i n  Da t a  Commun i c a t i on s ,  

Cybe r - c r ime  and  OS INT  t echn i que s  and  c r u c i a l l y ,  i n  p r ocedu r a l  comp l i an ce  w i t h  t he  Da t a  

P ro t ec t i on  Ac t  and  R I PA ,  s o  t h a t  t hey  cou l d  pe r fo rm  e f f ec t i ve  and  r e l i a b le  on - l i n e  

i n ve s t i g a t i on s .   

 

The  v a l ue  o f  t h e  t r a i n i n g  was  immense ,  f o r  ex amp le ,  o ne  o f  J ohn ’ s  r e cen t  s t uden t s  wen t  

on  t o  w i n  an ,  ' I n v e s t i g a t o r  o f  t he  Ye a r '  awa rd  f o r  i den t i f y i ng  a  r ap i s t ,  u s i n g  image s  po s t ed  

on  F acebook  w i t h  r eve r s e  image  se a r ch  t echn i q ue s ,  t o  i den t i f y  t a t t oos  un i q ue  t o  t h e  

o f f ende r ,  l ed  t o  h i s  conv i c t i on .  

 

Qwar i e ,  an d  i t ' s  c l i e n t s ,  a r e  fo r t un a t e  to  bene f i t  f r om  t he  wea l t h  o f  ope r a t i o na l  

ex pe r i e nce  t h a t  J ohn  b r i n g s  t o  t r a i n i n g  OS INT ,  Cybe rc r ime  and  Da t a  Commun i c a t i on s  

cou r se s .  


